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(57) Abstract: 

PROBLEM TO BE SOLVED: To allow a network 
management system to surely manage detailed state 
information of a device to be managed between the 
network management system and the device to be 
managed in a network. 

SOLUTION: A Trap command issue section 202 sends 
MIB information that is simplified revision details of a 
device state to the network management device 100 
when state of a device 200 to be managed is changed. 
When a Trap command 1 analysis section 103 
discriminates the necessity of issue of a Get command, a 
Get command issue section 104 sends the Get command 
to the device 200 to be managed. When a Get-response 
command sent from a Get- response processing section 
204 of the device 200 to be managed is not received by a 
Get-response processing section 105 of the management 
system within a prescribed period, a Get-response 
reception processing management section 106 allows the 
Get command issue section 104 to issue the Get 
command again. 



COPYRIGHT: (C)1999,JPO 



I07 



105 



I04 



Get-respcnsa 



jo. 



103 



200 



Y 

K 

f 



101 



205 



204 



1 esaj 














films 





ac2 



.201 



-1- 



(19)0*8^/? (jp) 02)^ ilflttF (a) (u)^wmm^m^ 

#IS¥ll-154950 

<43)£tB8B ¥/*ll*P(1999) 6 ^80 



(51) Int. CI. 6 f&S'JfS^ 
H04L 12/24 
12/26 

G06F 13/00 353 
H04L 12/28 



F I 

H04L 11/08 

G06F 13/00 353 U 

H04L 11/00 310 D 





#S¥9- 337887 




000004237 










(22) a® H 


¥f£9*f(1997)lU120B 










(72)fgg§# 


SWF K- 






















(74)«SA 





(54) iftmvzm ^-^hy-i'figi 



(57) [^JSj] 

gt ] *7h7-^ tfe^S^B 2 0 0 ©&3g# 
H^ft;B#trTrapnv>H%fTSC2 0 2«^gg^O^M 
f*J^#f»B§ft;nfcM I B« SgfcTrapn v> h* £ bt*7 
hU-^^mm^l 0 OKggffiU TrapnT^filflfSB 
1 0 3 a*Getnv> V<D5£n<D<&mtii&r) tm%\-t%> 
t. Getnv> HfgfrSBl 0 4fr*>Get^-?> K*^-y h 
7-;>«flgf2 0 Ofc£{IU SfJfeWIHIrtfc^y H 
•7-^teeSS®^Get-response®31gB2 0 4^e>i£« 
-r^Get-responsenv> K&^y h 7— ^^S^gffidGe 
t-response$&JlgB 1 0 5 ?5*§ff bfcV^i:, Get-response 
gfl ©S^SSC 1 0 6d*Getn-7> K^ffSCl 0 4 Icff 
ffiGet a V > K £fgff $ its. 
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1 

im^mii sNMpypi-nMx-^ii 
mu*y hv-/7Wi<gmms\zmv$n. tamm^m 10 

kT««tt*#tt««£flffl&fl:LfcM I BW$g£Trap3 

* «a««*i|9Err *pa V > K SSflfS c ©Trap 
nv> Kom I B1t*£«WflyTiWnE*y h"7-*«fir 

W*fT5Trapnv> F#Wr«£. 

WE*v h"7-^«a««C«W-6n, WSrrapn-7> 20 

ttTM I Bfff«&£lCtt3-rS:*? h7-?tt«H&tt 

*W2*y h"7-^««a««K«W6n, MfEGetnv 
>K©M I BMiOiEltS^y Igf 

iULTGet-responsenv> H*$iE^-/ h"7 — ^©3*8 
h^-^ttWSSMWet-responsen 

v>Hsaa*t. 30 

itE*? h7-^fli»t«»6n, S3ISCetnv> 

IS^y h>7— ^te^Sgfgd^Get-responsen v> K© 
SAW & V>«£- KGe DY> H * MIHGe 1 3 V > 
H3^frSI5JC3ljajt"SGet-response3V> HSWWaSB 

H**H 2 ] jftfETrapn v > H<Wf«tt» ffifE* y h 

KRtt 6nfcfl7y»J y-i >jasgpirrraprf v 

[W*JH3] Wf2Get-responsea v> K^^fflfSSB 
tt . ^ -f V Rj£ $nfc»P^l: ffiffiGe t -respons e 3 V 
> H*§mb^£^ofc^-&lcttrfaGetn-7> H©ffS* 

[!a3£ig 4 ] H?f5Get-response3 V > Kgfg^SgB 



< 2 >' " 4*H¥ 1 1 - 1 5 4 9 5 0 

2 

h 7 - 9 tt WSSS £ © ffl (DM (W © 5fe» fc «fc -SGe t-r es p 
onse=iv>K*Sflba:*-3fc»-&K«W3Cet3T>K 

h "7 — ^SWSggflSGe t-responsen V > 5 
iti* $ n-5 tSIBGe t-responsen V > K LTbuIS^ 

tmrnm. 

CW*iH6] ffiE*y h«7-*«g«S«Cet-respon 

sen V> KMSSfftt. S3S2Get-responsenv> F^fff 
SSB^ £ ifflfgGe 1 3 v > H ©fS^sfc £ fflfSGe t n v > HIS 

©Getn v> K©«frfc3#bT3fiaSSft*t&lBf*3*y 

F'7-^* < ffiiSg©Wf2CJ|gg«^p iBlI ^^g( #t - § 

S. 

^©te®Si^fi*^ffcj& SNMPX-i?i»-^5 

z\ t s4#att«i9*B i ~ 5 © v^-rn^ 1 ^i^e@© 

tign?*5 ztttftWLt-rzm&m. 1 ~ 5 ©v^-rn 
*■> 1 ^»cE«©^y hy- ^«ssa. 
istmommttwitm] 

[0 0 0 1] 

Bew©R-r*a«f»w] ^©^Bg«, snmp ova 

SSSJcBIb, SNMP7"nf-3;|,$fflv>T*7 

hv-zwgmmmvttfmzfcn&Qimz. 

^K^a^a^eTrapav^ K©^ft^, ^-^ h"7— ^ 

Get-response*§^bi^Vi*i^-tc, ffft^.-/ h 7 — i'W 
S«ggd^e.Getnv>H*^-v ^«E«9SIBic5e 

[O O O 2] 

h v-zwmmmtz-y h v-^wsmmm^zmmm. 



mZZ<DTvw/^y h©fi?#r£fToT\ ^-yYV — ZWL 
U Trap/^y HST&^P h3M<UDP/ I P d 

- ^ tMra&B©KBXfc ^flt5 ZL £ flit: * & V> £ 

[0 0 0 31 -J, Sl©*^** — *flf3£Bfc 

3 5 0 6 0 2^a« (STF, JBl4i«tV»5) ttt. * 
y h7-*«j^»©ttlBE«**v h»7-**agB 

©fg 1 &«©*§-&«:> ^yh7-^(«J©iM« 
«l4*yh7-^fflSIl:ijSll/. &*MMRtt*?h 

a&Bfcf*fBMtt£a£a-r«. 

[0 0 0 4] ^nir^tO, *7h9-^flglttl» 30 

jms ©#ib &m*kmm\zmm £ -a-* «t a iz v it t> ©t** 

5. U7i>U&**£. £©SiSl &*&©*§£■&. 
*«aSB*WIMMI*ttfcV»fc*fc. *yh7-^f 

LTfc, £©l¥M«**«*y h7-**a*tBfcS«S 
n&V»»&©»ffl^glKMl/TJ4, fcTS8ljft3*lTV»fc 
V>fc©T<&5. 

[0 0 0 5] SNMPyoh3MfflViT*7h 
9-?fl«St^-H7-^i5f IgiracMg* 40 

«a-r**v hv—zi&mizmvT, #wo9-6 4 

8 7 l^&$g <&T. aS24Ht£V>5) iCBB^SnTV* 
•5. £©31 2 &?§©*§-§- Icte, V*— >?*ttTrapi£5£® 
3fc«K*#LTTrap/t$rs/ h©rt*£jfcjfc££RjfeUT. 
set-requestiiff §Bj&'>£set-reqiiest/t'{r<;/ h £ ITX- 
5?x>Mc*fL,TaMrr*£» x— S?x>-M;iTrapRjfc 
^Kl:fcV*Tset-request§W8BT§{i£tt;£set-request 
Wry h»'#*n-5Trap/tyy h©rt«t^S:ttill/ 
T. Trap^3SBlC*5^T&WL;trt^£ , irST5. X- 50 
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>?x>h-Ctt, Trap^SBK^TTrap/^y 

S-^V^TTrapSim^ STrapAdr «/ J- ^*v^— ^-v Icit 

[0 0 0 6] .£©«fc-5lrr*££K:«fcD, ^JfeibTJt 
SSmViSliV*- LT«, X— >?X> 
65r— ^J&*3iff 5*ft&V>©T?, S^fct^gfcTrap 

*e«-r*3i£!6<Pi7p$nTv»*. ei©^2^$s©ti-& 
mi&mtmmz. ix^n^-v h**v^— 5?^t:a«a 

[0 0 0 7] SSK, #BS¥0 9-1 0 1 9 2 9^$S 
(£TF, Sg34HB£H5) ictt, SNMPSiHt^7 
h7-^flSftl/T, ftfiZ-KT^lfc-f^ 
> h^Trap^LT'ffSXx— >a >tCjfi£rr-5fcJ6©Tr 
ap&<t£B**Ha*3nT<r*«. £©Sg3&$g©if£-l;: 
tt, Trap§f§fflllg/li©M I B X) 
bT. Wax-x-->3 >7f. TrapSmBf ICSfaTraplr^ 
-r-5TrapSmfl6^M©M I BfitK^fbT, §{fgr3.£« 
Tttfc-fey HTSfeJ6©setU^xx hMjfc£Trapi£« 
TCtCSiffiU KTrTrap36m«. 2S«Trapfc» 

-r*TrapS©««ffl©MI B«*Eaix. Br£l$m&£ 

uxfe. h2n&v><t#ic. Tr 

ap©SSI5!ia*ff 5 £ t&m^tStlT^Z. 
[0 0 0 8] " 

mmum^*.? t-r&wm) ±ksri. £2&4r? 

y h 7-i?«f igB©«l^b*f St5 u t^Tf 

Trap©ff^a&fr5C£dtett3ttTV>-& 
*y h7-^tit»iJt*y h7-^««S» 

mwmmirz*v h7-*t»a«fi©«tB*fl:*«a 

[0 0 0 9] £©5fciJ!tt. ±C«e*©WB*»«fe-r«fc 
felc^snitfe©-?. SNMP7D hn;nr«t0^-y h 
9— ir««aS«t*y h"7— ir*a«»i:©WTr, 

[0 0 10] 

ir, iOl^yh7-^flgflt SNMP^D 
ha^©X-v'x> h^gg^{SK.-5^y H7-?Sfl 
8«K*ltt&n. «9E^y h«7-^«ffa»«©ttMK 

{b^sttc^-v h>7— fgw&ffv sNMPt- nmm 
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mmm±m%\*mjrrz> t mmz z. ommvimmm 

m&&mt. mm*y hv—pWLtgmmmizmwzn. 
^m^xtivxm^iftmmmmm^mm{ti,rzM i b 

*!BSrTrap3V>Ki:bTsul2^y hU-^^mm^Z 

®&\zm\i*>ft, mm*? hv-fgrnmrntimmiw 

37>K*§Sf5i: > £©Trapn-?>K©M I Btt$ 10 
M1fffi©M#©&gtt©^&©M^£fT3Trapn v> H 

mm®t, mtd^y h^-^^mm^zm-f^n, mm 
Trapn v > mftmm%z®&vimmMmm<DM&<D ! & 

M$>0 tWIfL&if. £©Tra P nv>Ffl?#fg|5^£fg 
SWSSB ICGe t a V > H * ffi 2rr-5Ge t n V > F fEfrSB 

^#-fcHLTGet-responsenv> F£ltirf2^>.y F"7— 5^1? 
StSgitca^-r^^ry Ny-^aWaggfltGet-respon 

£ft> H5g2GetnT>K%fT^^GetM*^di®ftJS 
n> BlrS^rttrHafB^^ h^-^M'gJl&efrSGei- 
responsenT> F©§«a*&VM§£-»::Getn-7> F©f? 
WiaGe 1 37> Ffgfrg&fcjlfcJ-r -SGet-response 

[ooii] z.<D?&m<D*-y hv—zmmmmz&n 

fcf> *y hV—>7Wgm£mzim%;fctf5£$i-?Z>}i, 30 
*y hV—!r<gm®mt*y h r 7—p& f gW*£m:iiffllZ 
Tftm&fcfr&ZiLX^&Z.t&m'tffimfcZfttz.M I 

b m&vtm&uwm™pa p^frmzm 
arr-s i mm\z. mm^m^ * * y iz&m&ito&z. 

S&«;i©5ifcl£§ttT. Trapnv>F£^y F7— 
Trapn V > FteTrapnv> F#?#rg|5-CTrapn v> F©M 

<v$$Mmm&Get?z!&m&3t>z>}immvfzi&&\z\t. t 40 

rapn v > F#?#fS$;fr <S>Getnv> FfgfrSffJCGe I37> 
F2§rrgjfc£M I Bfif$8£UT®fcrr.5. Getnv>F 
fSfrgWaM I B«^^*lc«^ft;$r%^bTVi-5^-> 
hU — ^ftffSSai'Getnv>F^^.> H7-^ftf 
S&BMGet-responsenv>F£Q.SgBI::2tmU *y h 
"7— ^SWS^Mffl!lGet-responsea V > F&SSBteGet 
n V > F © M I B f|« J; 0 ®gg#^«=* ^ U 6 «|g§ 
; Rf8fi6f»'tt«£a5*ffl UTGet-responsen ?>Ht LT 
^•y h>7-^WS«SSg^«-r-5. *&. GetnT>H 
«frSB©Get3V> h'^fftl^^ffCGet-responsenv> 50 
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KS««a«»aGet 3 V > KJBfrfflfr £Ge t£$fl|fflE£3 
«U BfffiBSfHIrtK^y r-"7-^flFa«|»!WJet-respon 
sen V > HSSfflbft ^ig-g-JC. Ge t-responsen V > F 
««flra«WGet3V> H©WH*ftCetav> KSWrfiR 

[0 0 12] 

•5. £©01 IC*5V>T, *^hy-i7fI$fr5SNM 

p-y— /\«flB***.&*s/ F^-^wa&ggi oot^ 

3JKOi-yi > h«ig*«x.75:SE£A^.©tS'S : S^a 
S**&feV»*y h7-*«flfS£«2 0 0 ^«1*4RtRA 

y h?— **»s£«wt. £©?g 1 mm<omm\z^T 
— ^*Mf3SB2 0 0 t-rs. 

[0 0 13] *v h«7-*flfM»l 0 Ofctt, 

*hf3&«2 0 0 Kt»a«^p ha;waa«2 0 sa*s 
ftsnxv^. ^©Mfim^D hnjwaaaji 0 1 1 2 

{cfeoTV^c ^osiiyn hn;i/fflssei o 1 £2 
0 5IJSNMP/^7h©M«J!lI^TCP/I 

[0014] *v VKf-i7W^mmm2 ooc*v>t, 

«SB2 0 lT«am5l:bTftt), ^©tss§«^g 
^M2 0 1«. *y ^7-^^1882 0 0 04*50* 

«Ki0*y b^-^^S^ISl 0 OttO^tlfc 
*««MU*q6ftU&Jlt«*y H7-^W1I1»1 0 0 

lzm%STZ>tztt>iZffim<t.2fttZM I Bl»^*Trap3T> 
Ffitl/T^y h«7 — ^M@SeB2 0 0*»6*y h 

^*ffi»12 0 OlCiatt^nfcTrapn-^h'fgfrS^ 

»KttefiflB2 0 lte, h'7-^«[ , gSSB2 0 0 

®mmmm.2 o o \zmn^t\itm^m^m^^) 2 0 
3 \z «t 5 »r v x v > .5 . 

[0 0 15] Trapn V> ^^882 0 2«, ffi#£tt£ft 
0 1^5oa«D£Stt-&2:. Trapn V>K$M|H 
®«7 P D hn;^^gg2 0 5 ICffi^-f 5J;5ICfroTV> 
-5. *v h>7 — ^tflg!2 0 0JC«, ^^hy— ^ 
K^SISafi!lGet-responsenv> r ! ffl-9ffi2 0 4 %m\f 
e»nTVi-&. ^©^y r-^-^ftlfSgafilGet-respon 

«3T>K«i«2 0 4H, mmmmyuha)mmm 

2 0 5 t^mx^-^m^fro^v^U^TjoO. * 
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IT, eiCO^^ h^ — ^fe^SgeifflGet-responsen-T 

>H^S^2 0 4T§m£*l£t§^i^ 

^EU 2 0 3 (3«|g§tt^P^1»S^W^nTV^<h, £ 

tix, iim^D hn;u®ssB2 o 5 \zmtf-r^^o\z 
[o o 1 6] *&\z, *y hv-?^mm$%i o oomfc 10 

l:oV^TiSiit§o h7-^ftt : lSS2 0 0 C£Tr 
apa^>K%frSI5 2 0 2 #>£il{a $nt< -5TrapnT> 
Htt, 3t(tyn ha;^3SSK2 0 5 tiiSAJIbT 

vi-5o ccoamyn h^^agg i o i ^?>Trap3*^> 

HcoS«*^$nfe^^^Trapr3V>K§mSBl 0 2 lc 
ilfcTT^J^KfroTl^o Trapn-r>^^m§Bl 0 2 
Trap3V> F£Trap=)V>K8¥#r 

[0 0 17] Trapa^>H««fSBl 0 3 Trapnv> 20 

0 o <DmmwmmMmm&*y bv-t?WL f gmmm2 o 

Trap3V>K#?#rBBl 0 3^fg7yj^-y 
3 >5aaS5 10 7 ICTrapnv> KcoilfcJ^frV^ fI7 
yU^r-v-a >5aSSBl 0 7tet£*CDTra P :3V>Klz2t 
-f&Wim&fto J:5lC7ioTV^o Trapnv>H^*fSB 

1 0 3*^^ h7-i7feflgi2 0 0 C9{&^#lgi¥iffl 
iS?8£*y h l 7-^S«aigM2 0 0fr£>1&?)mi£Z»& 30 
^*^t*J»fbfc«^IC^, TrapZiV>K»*fgBl O 
3*^Get3V> Ff£fT^fc£M I B**$8£LTGet3V 
>H^frgCl 0 ^S^-r^cfc^KUTV^. 

[0 0 18] Get3V>K^frSBl 0 411 Get3V>K 
^frS*^A^T^^:, Get 3 T> K^frbTiiffi;/ 
Dha;U5figgKi o llrtB^-r^^dlc^^TV^. d 

coii«ya hn^iaa^i o i ttmmi&A&mvx^y 
bv-i7&<gmgim2 o ocoamyn hn;P5asa52 o 

5 411X^7 h«7-i7S?SS@fi!lGet-responsenv 
>F*&SS&2 0 4lCGetnv>K$rj£«T^ci:ptC^:o 40 

[0 0 19] *y h»7-^«^31gMfi!lGet-responsen 
•7>H®31g52 0 4frZ*y h7-^Sfigf 2 0 0 
o^gg«^M«^®fiyD hn;^SSB2 0 5, f 
$8ggA£*y h^-^^S^iil 0 Ocoil«ynhp;v 
#13951 0 1^11X^7 h7-^©S«tS§<HlGet-resp 
onsen V > Kfll^gBl 0 S\ZAJ]$ftZ><kv\ZUr>TV* 
Z>. *y h»7 — ^^S^ggfiOGet-responsen v>HfflS 
1 0 5 ««SS«^#ffl1*?fi* A^jT^ £<hlCcfct), ^ 
aTyU^"V3>5!lSgBl 0 7iC^bT, g^^yh 50 



W¥l 1-154950 
8 

7-^«tigf2 o o <Dm%§vtw-n$Mmm&m%}-?z> 

10 711 SNMPX-^x>h, "T^te"^ ^yhU 

-^stigi2 o o <D^mmm±mzm~r^mm^n 

ohX$>Z>tf. ^cofI7/U^r-y3 >MSISB 1 0 7 

[0020] 2 etc, *y hv—z^mmmi o o\z 

H Get-responseHV> H^m^SSei 0 6^^tt^n 
TiSD, ^IcoGet-responsen V> H^ft^aSC 1 06t 
Getnv> K%fT§ffl 0 4 £OP^^-^cDgS£fr5 
i:-5lC7SoTV^O> Get=rv> KfgfrSB 1 0 4 ICJ:^ 
±lHGetr3V>H^fr^[^^tCGetr3V>H^fTgCl 0 
4*^Get-responsenv>K§fi^ag|5l 0 6 tCGetg 

m&mm2tlZ> tmmz. Get-response3V> 

ilgfSl 0 6li^?a^lX, fc<h*H ^^f? (0^ 

L&ua*, Get-responsen V> K§M§31SP 1 0 6 {Cf*g 

/g, &z>wz, wm^hJ:^) zi&mmtx* ^<7x 

^fe^n^Blf^^F^tr^^ h»7-^^S*8Sg#-Get-re 
sponse3V> HiaSgg 10 5 JCGet-responsenv > Kd* 
^m^n^V^^JCtl h?-^S88§sfilGet-re 
sponsenv> H®3SSB1 0 5 j^SGet-responsen v> K 
SftWSSB 10 6 KGet-responsen V> H^Sff 

^m<DmmwfTt>nz>j:o\zf3i^T^z>o zL<Dm%iwe 

t-responseav>HSffl^SSI5l 0 6 iCiifcb 3*1^5 
Get-response=3V>HSffS : Sg|5l 0 6^Get3V>K 
fgfr9$ l 0 4 (cSSGet n v > H co^ff ^*^fT 5 J; p 

[0021] friz, &±o±v\zm&2ntc:i<DmM<D 

mm^mmz^xmrn-r^. ^^h^-^atsgi 

2 0 0<h*-;/ h7-^f8«Sl 0 0 £<Dm\ZT&m$t 
bX ^ i S^tM I B * ^§LX* < o * 
7h7-i7SfI812 0 0<Dfi|g§^*«g§«ffiSm 
S&2 0 1X?K«UT*50. ^^h»7-^a§S^2 0 

sb 2 o iumm^m^it^m^vx. ^^M^tcj: 

h»7-^W?i«§gl 0 0 <hISD&#3n/c«jgm 
^O^ffc;S:Trapr3V> H^frSK2 0 2 Kiifcrr-S- 
[0 0 2 2] Trapnv> K^frSB2 0 2tS^^ii^l*S 

»x, mmvtmummm<D^£ u^mmit^nrcu i b 
mm*Trwu-?> f tvxmmyu h^)umm^2 o 5 

gi^^SB2 0 h7-^ftflgf2 0 0^ 

^ffiW^^U 2 0 3(^«$it-5 0 

[0023] mmzfab^)immm2 0 5fcrrra P nv> 

H%fTSS2 0 2*^A^?$n^Trapa-7>H^«^A 
^IIX^^ h^-^^g^SSi 0 0 oilman 



( 6 1 



9 



11-154950 



mmwi o lKitmu mmjnhnjwkmmi o i« 

^LfcTrapnv>H<&Trapnv>KS<IgCi 0 2 ICS 
ftU Trapnv>K^m$Bl 0 2«CCDTrapn-v>H* 
Trap3V> KflWHB 1 0 3 Trap3"7> Ffi? 

#rSI$103H ^©Trapnv>K*A^T-5ili^J: 
0. Trap3V>K©MI Bfl^tfl, -^©^*f09^ 

feflfSSM2 0 0^f.O«^ft;©Trapnv>K-t?a& 
0. §£M«$8£GetT£&gfr*&£frS7^©#10r£-r 
' 5 - 10 
[0 0 2 4] £©W»r©JB«, Trap3T>H«W»l 0 
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10 

(57) [Abstract] 
[Problem] 

To provide a network management apparatus capable of 
reliably managing equipment status detailed information 

15 about a managed network apparatus between a network 

management equipment and the managed network apparatus . 
[Solving Means] 

When an equipment status change occurs in a managed 
network apparatus 200, a Trap command issue unit 202 

20 transmits MIB information briefly describing the contents 
of the change in the equipment status as a Trap command to 
a network management equipment 100, and a Trap command 
analysis unit 103 determines that it is necessary to issue 
a Get command, a Get command issue unit 104 transmits a Get 

25 command to the managed network apparatus 200. If a 

Get -response command processing unit 105 of the network 
management equipment does not receive a Get-response command 
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transmitted from a Get -response command processing unit 204 
of the managed network apparatus within a predetermined 
period, then a Get -response command reception management 
unit 106 instructs the Get command issue unit 104 to issue 
5 again a Get command. 
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[What is claimed is:] 
[Claim 1] 

A network management apparatus, comprising: 
an equipment status monitor unit which is provided in 
5 a managed network apparatus having an agent function for 
an SNMP protocol, outputs an equipment status change 
occurrence notification set between the unit and a network 
management equipment having an SNMP server function of 
performing network management when a status change occurs 
10 in the managed network apparatus, and simultaneously 

instructs equipment status storage memory provided in the 
managed network apparatus to store equipment status detailed 
information obtained when the equipment status change 
occurs ; 

15 a Trap command issue unit which is provided in the 

managed network apparatus, inputs the equipment status 
change occurrence notification output from the equipment 
status monitor unit, and outputs MIB information briefly 
describing equipment status detailed information as a Trap 

20 command to the network management equipment; 

a Trap command analysis unit which is provided in the 
network management equipment, analyzes MIB information of 
a Trap command when the network management equipment receives 
the Trap command, and determines whether or not it is 

2 5 necessary to request equipment status detailed information 
from the managed network apparatus; 
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a Get command issue unit which is provided in the network 
management equipment, and outputs a Get command to a 
corresponding managed network apparatus according to MIB 
information at an issue request from the Trap command 
5 analysis unit when the Trap command analysis unit determines 
that it is necessary to make a request for the equipment 
status detailed information; a Get-response command 
processing unit of the managed network apparatus; 

a Get -response command processing unit of the managed 

10 network apparatus which is provided in the managed network 
apparatus, reads equipment status detailed information 
about corresponding managed network apparatus from the 
equipment status storage memory according to the MIB 
information of the Get command, and outputs a Get-response 

15 command to the network management equipment; and 

a Get -response command reception management unit which 
is provided in the network management equipment , receives 
Get request information from the Get command issue unit, 
and notifies the Get command issue unit of a re-request for 

20 a Get command when no Get -response command is received from 
the managed network apparatus within a predetermined time . 
[Claim 2] 

The network management apparatus according to claim 
1, wherein when the Trap command analysis unit determines 
25 that it is not necessary to request equipment status detailed 
information from the managed network apparatus, the unit 



- 4 - 



THIS PAGE BLAt ' wspto) 



JPA1 1-1 54950 



notifies a management application processing unit provided 
in the network management equipment of a Trap command. 
[Claim 3] 

The network management apparatus according to claim 
5 1, wherein when the Get-response command reception 

management unit does not receives the Get -response command 
within a period set by a timer, the unit notifies the Get 
command issue unit of a re-request for the Get command. 
[Claim 4] 

10 The network management apparatus according to claim 

1, wherein when the Get-response command reception 
management unit does not receive a Get -response command due 
to a communications failure between the network management 
equipment and the managed network apparatus within a 

15 predetermined time, the unit notifies the Get command issue 
unit of the re-request for the Get command. 
[Claim 5] 

The network management apparatus according to claim 
1 , wherein the network management equipment comprises a 

20 Get -response command processing unit of the network 
management equipment which receives the Get -response 
command output from the Get -response command processing unit 
of the managed network apparatus , and notifies the management 
application processing unit of the network management 

2 5 equipment of the equipment status detailed information about 
the managed network apparatus . 
[Claim 6] 
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The network management apparatus according to claim 
5, wherein the Get-response command processing unit of the 
network management equipment notifies the Get command issue 
unit of the re-request for the Get command from the 
5 Get-response command reception management unit, thereby 
obtaining the equipment status detailed information about 
the managed network apparatus returned in response to an 
issue of a Get command from the Get command issue unit. 
[Claim 7] 

10 The network management apparatus according to any of 

claims 1 to 5, wherein the managed network apparatus is an 
SNMP agent having no managed device other than the managed 
network apparatus itself. 
[Claim 8] 

15 The network management apparatus according to any of 

claims 1 to 5, wherein the managed network apparatus is a 
sub network management device for managing the apparatus 
and subordinate managed devices . 

20 [Detailed Description of the Invention] 
[0001] 

[Field of the Invention] 

The present invention relates to a network management 
apparatus for managing the status change of a managed network 
25 apparatus using an SNMP (simple network monitor protocol) 
protocol, and more specifically to a network management 
apparatus which receives a Trap command from a managed 
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network apparatus when a status change of a managed network 
apparatus occurs between a network management equipment and 
a managed network apparatus using an SNMP protocol , receives 
no Get -response command from the managed network apparatus 
in a predetermined time although the network management 
equipment issues a Get command to the managed network 
apparatus, therefore issues a Get command from the network 
management equipment to the managed network apparatus , 
thereby reliably managing the equipment status detailed 
information about the managed network apparatus. 
[0002] 

Conventionally, in a network device for managing a 
status change of a managed network apparatus by connecting 
a network management equipment with a managed network 
apparatus through an information line using an SNMP protocol , 
when a status change occurs in the managed network apparatus , 
the managed network apparatus transmits state change 
information of a Trap packet to the network management 
equipment , and the network management equipment analyzes 
the Trap packet to determine the status change of the managed 
network apparatus. However, since the Trap packet has a 
lower protocol which is a UDP/IP (user datagram 
protocol/ Internet protocol), the network management 
equipment cannot manage the status change of the managed 
network apparatus when the network management equipment does 
not receive a Trap packet for any reason because there is 
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no confirmation of communications between the network 
management equipment and the managed network apparatus . 
[0003] 

On the other hand, there is a monitor information 
5 collecting system integrally performed by a network 

management apparatus for monitoring the status of network 
component equipment disclosed by, for example, Japanese 
Patent Laid-Open No. 06-350602 (hereinafter referred to as 
the first publication) as a conventional technology similar 

10 to the network management apparatus. In the case of the 
first publication, when a status change occurs in a network 
component equipment, general information and detailed 
information about the occurrence of the status change of 
the network component equipment are generated, and the 

15 general information is transmitted to the network management 
apparatus and the detailed information is stored in the 
network component equipment . The network management 
apparatus displays the status change on the display device 
according to the received general information, and, when 

20 the network management apparatus requests to obtain detailed 
information, the network management apparatus requests the 
network component equipment for the detailed information, 
reads the detailed information stored in the network 
management apparatus, obtains the detailed information from 

25 the network management apparatus, and send the detailed 
information from the network management apparatus to the 
network management apparatus . 
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[0004] 

Thus, the network management apparatus displays the 
details of the status change of the network component 
equipment on the display device according to the detailed 
5 information transmitted to the network management apparatus . 
However, the first publication does not disclose any 
countermeasure means to be taken when the detailed 
information is not received by the network management 
apparatus although the network management apparatus 
10 requests the network component equipment for the detailed 
information when the network management apparatus requests 
to obtain the detailed information. 
[0005] 

Japanese Patent Laid-Open No. 09-64871 (hereinafter 
15 referred to as the second publication) discloses a network 
apparatus for managing a status change of a managed network 
apparatus by connecting a network management equipment with 
a managed network apparatus through an information line using 
an SNMP protocol . In the second publication , when a manager 
20 sets the contents of a Trap packet and a destination for 
a Trap setting request unit, and transmits them as a 
set -request packet from a set -request transmission unit to 
an agent, the agent detects the contents of the Trap packet 
and the destination in the set -request packet received by 
25 a set-request reception unit in the Trap setting unit, and 
manages the contents detected in the Trap management unit. 
When the agent further obtains the Trap packet in the Trap 
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acquisition unit, the Trap packet is transmitted from the 
Trap transmission unit based on the contents managed by the 
Trap management unit . 
[0006] 

5 Thus, since data is not transmitted from the agent to 

the manager not specified as the destination, the manager 
does not receive an unnecessary Trap packet , thereby reducing 
the pumping process load of the manager. In the case of 
this second publication, the process load of a manager can 
10 be reduced, but as in the first publication, there is no 
reference to countermeasures to be taken when no Trap packet 
is transmitted to the manager. 
[0007] 

Furthermore, Japanese Patent Laid-Open No. 09-101929 
15 (hereinafter referred to as the third publication) discloses 
a Trap transmission device for notifying amanagement station 
of an event which has occurred in a managed node as a Trap. 
In the case of the third publication, the MIB (management 
information base) for confirmation of the reception of the 
20 Trap is defined, the management station transmits a set 
request for setting the MIB value for Trap reception 
confirmation for the received Trap to a value indicating 
the reception when the Trap is received, then monitors the 
MIB value for Trap reception confirmation for the 
25 transmission Trap, and performs a re- transmitting process 
of the Trap when a value indicating the reception is not 
set after the passage of a predetermined time. 
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[0008] 

[Problem to be solved by the Invention] 

In the above-mentioned first and second publications, 
there is the problem that the status change of the managed 
5 network apparatus cannot be managed on the network management 
equipment side when the network management equipment does 
not receive the Trap packet. In the case of the third 
publication, the Trap re- transmitting process is performed 
when no value indicating the reception is set after the 
10 passage of a predetermined time. However, there is no 
disclosure about the technical concept for managing the 
status change of the managed network apparatus on the network 
management equipment when the network management equipment 
does not receive a Trap packet from the managed network 

i 

15 apparatus. 
[0009] 

The present invention has been developed to solve the 
above-mentioned problems and aims at providing a network 
management apparatus capable of reliably managing the state 
20 change information about the managed network apparatus 
although there is communications trouble between the managed 
network apparatus and the network management equipment 
through the SNMP protocol . 
[0010] 

25 [Means for Solving the Problem] 

To attain the above-mentioned objective, the network 
management apparatus according to the present invention 
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includes : an equipment status monitor unit which is provided 
in a managed network apparatus having an agent function for 
an SNMP protocol, outputs an equipment status change 
occurrence notification set between the unit and a network 
5 management equipment having an SNMP server function of 
performing network management when a status change occurs 
in the managed network apparatus, and simultaneously 
instructs equipment status storage memory provided in the 
managed network apparatus to store equipment status detailed 

10 information obtained when the equipment status change 

occurs; a Trap command issue unit which is provided in the 
managed network apparatus, inputs the equipment status 
change occurrence notification output from the equipment 
status monitor unit, and outputs MIB information briefly 

15 describing equipment status detailed information as a Trap 
command to the network management equipment; a Trap command 
analysis unit which is provided in the network management 
equipment, analyzes MIB information of a Trap command when 
the network management equipment receives the Trap command, 

20 and determines whether or not it is necessary to request 
equipment status detailed information from the managed 
network apparatus ; a Get command issue unit which is provided 
in the network management equipment , and outputs a Get 
command to a corresponding managed network apparatus 

2 5 according to MIB information at an issue request from the 
Trap command analysis unit when the Trap command analysis 
unit determines that it is necessary to make a request for 



- 12 - 



FHiS PAGE BUO (uspto) 



JPA1 1-1 54950 



the equipment status detailed information; a Get-response 
command processing unit of the managed network apparatus 
which is provided in the managed network apparatus, reads 
equipment status detailed information about corresponding 
5 managed network apparatus from the equipment status storage 
memory according to the MIB information of the Get command, 
and outputs a Get -response command to the network management 
equipment; and a Get-response command reception management 
unit which is provided in the network management equipment, 

10 receives Get request information from the Get command issue 
unit , and notifies the Get command issue unit of a re-request 
for a Get command when no Get -response command is received 
from the managed network apparatus within a predetermined 
time . 

15 [0011] 

According to the network management apparatus, when 
a status change occurs in a managed network apparatus, a 
brief MIC indicating that the status change has occurred 
between a network management equipment and a managed network 

20 apparatus is defined, an equipment status monitor unit 
notifies a Trap command issue unit of the definition, and 
simultaneously stores the equipment status detailed 
information at the generation of the status change in 
equipment status storage memory. Upon receipt of the 

25 notification, the Trap command issue unit transmits a Trap 
command to the network management equipment . The MIB 
information of the Trap command received by the network 
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management equipment is analyzed by a Trap command analysis 
unit. If it is determined that it is necessary to get the 
detailed information about the status change of the managed 
network apparatus , the Trap command analysis unit transmits 
5 a Get command issue request as MIB information to a Get command 
issue unit. The Get command issue unit is informed of the 
managed network apparatus according to the MIB information, 
and transmits a Get command to the Get -response command 
processing unit of the managed network apparatus . The 

10 Get -response command processing unit of the managed network 
apparatus reads the equipment status detailed information 
from the equipment status storage memory according to the 
MIB information of the Get command, and transmits it as a 
Get-response command to the network management equipment. 

15 With the issue of the Get command of the Get command issue 
unit, the Get -response command reception management unit 
receives Get request information from the Get command issue 
unit , and when the network management equipment does not 
receive the Get -response command within a predetermined time , 

20 the Get -response command reception management unit outputs 
a Get command re-request to the Get command issue unit. 
[0012] 

[Embodiments of the Invention] 

The embodiments of the network management apparatus 
25 of the present invention are explained below by referring 
to the attached drawings . Figure 1 is a block diagram showing 
the configuration of an embodiment of the present invention . 
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In Figure 1, the network management equipment 100 having 
the SNMP server function for managing a network is connected 
to the managed network apparatus 2 00 having no managed 
apparatus other than the managed network apparatus having 
5 the agent function of the SNMP protocol which is a management 
protocol of the network equipment via an information line 
A. A corresponding managed network apparatus in which a 
change in equipment status has occurred is the managed 
network apparatus 200 shown in Figure 1 for brief explanation 
10 in the first embodiment. 
[0013] 

The network management equipment 100 is provided with 
a communications protocol processing unit 101 . The managed 
network apparatus 200 is also provided with a communications 

15 protocol processing unit 205. The communications protocol 
processing units 101 and 205 communicate data with each other 
through the information line A, The communications 
protocol processing units 101 and 205 perform an SNMP packet 
communicating process and are TCP/IP packet processing 

20 units. 
[0014] 

In the managed network apparatus 200 , the status change 
of the managed network apparatus 2 00 is monitored by an 
equipment status monitor unit 201. When any equipment 
25 status change occurs in the managed network apparatus 200, 
the equipment status monitor unit 201 notifies the Trap 
command issue unit 202 provided in the managed network 
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apparatus 200 such that briefly described MIB information 
can be transmitted as Trap command information from the 
managed network apparatus 200 to the network management 
equipment 100 that the equipment status determined between 
5 the network management equipment 100 and the equipment status 
monitor unit 201 depending on the contents of the status 
change. Simultaneously, the equipment status monitor unit 
201 stores the equipment status detailed information at the 
time of the occurrence of the equipment status change in 
10 the equipment status storage memory 203 provided in the 
managed network apparatus 200. 
[0015] 

Upon receipt of the notification from the equipment 
status monitor unit 201, the Trap command issue unit 202 

15 outputs a Trap command to the communications protocol 

processing unit 205. The managed network apparatus 200 is 
also provided with the Get -response command processing unit 
204 of the managed network apparatus. The Get-response 
command processing unit 204 of the managed network apparatus 

20 communicates data with the communications protocol 

processing unit 205, requires detailed information about 
the equipment status change of the managed network apparatus 
200 from the network management equipment 100, and reads 
the equipment status detailed information and outputs it 

25 as a Get-response command to the communications protocol 
processing unit 205 when the Get command is received by the 
Get -response command processing unit 204 of the managed 
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network apparatus through the information line A and the 
communications protocol processing unit 205, and the 
equipment status detailed information is stored in the 
equipment status storage memory 203. 
5 [0016] 

Described below is the configuration of the network 
management equipment 100. The Trap command transmitted 
from the Trap command issue unit 202 of the managed network 
apparatus 200 is transmitted to the communications protocol 

10 processing unit 101 through the communications protocol 
processing unit 205 and the information line A. The 
reception of the Trap command from the communications 
protocol processing unit 101 is announced to a Trap command 
reception unit 102. Upon receipt of the announcement, the 

15 Trap command reception unit 102 outputs the Trap command 
to the Trap command analysis unit 103. 
[0017] 

The Trap command analysis unit 103 analyzes the MIB 
information of the Trap command, and determines whether or 

20 not it is necessary to obtain the equipment status detailed 
information about the managed network apparatus 200 from 
the managed network apparatus 200. If it determines that 
it is not necessary to obtain the equipment status detailed 
information, the Trap command analysis unit 103 notifies 

25 a management application processing unit 107 of the Trap 
command, and the management application processing unit 107 
performs a conventional process on the Trap command. If 
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the Trap command analysis unit 103 determines that it is 
necessary to obtain the equipment status detailed 
information about the managed network apparatus 200 from 
the managed network apparatus 200, then the Trap command 
5 analysis unit 103 issues a Get command issue request as MIB 
information to the Get command issue unit 104. 
[0018] 

When the Get command issue unit 104 receives a Get 
command, it issues a Get command, and outputs it to the 

10 communications protocol processing unit 101. The 

communications protocol processing unit 101 transmits the 
Get command to the Get-response command processing unit 204 
of the managed network apparatus through the communications 
protocol processing unit 205 of the managed network apparatus 

15 200 through the information line A. 
[0019] 

The Get-response command processing unit 204 of the 
managed network apparatus inputs the equipment status 
detailed information about the managed network apparatus 

20 200 to the Get-response command processing unit 105 of the 
network management equipment through the communications 
protocol processing unit 205, the information line A, and 
the communications protocol processing unit 101 of the 
network management equipment 100 . The Get -response command 

25 processing unit 105 of the network management equipment 
inputs the equipment status detailed information to notify 
the management application processing unit 107 of the 
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equipment status detailed information about the managed 
network apparatus 200. The management application 
processing unit 107 performs a process of the general 
monitoring control of the SNMP agent or the managed network 
5 apparatus 200, but the management application processing 
unit 107 is based on the conventional technology. Therefore , 
the detailed explanation is omitted here. 
[0020] 

Furthermore, the network management equipment 100 is 

10 provided with the Get -response command reception management 
unit 106 so that the Get-response command reception 
management unit 106 can communicate data with the Get command 
issue unit 104. Thus, the Get command is issued by the Get 
command issue unit 104, and the Get command issue unit 104 

15 simultaneously notifies the Get-response command reception 
management unit 106 of the Get request information. When 
the Get request information is announced, the Get -response 
command reception management unit 106 simultaneously 
activates, for example, a timer (not shown in the attached 

20 drawings, but can be built in the Get-response command 
reception management unit 106, or can be provided separately) 
so that a notification that the Get -response command is not 
received is issued to the Get -response command reception 
management unit 106 from the Get -response command processing 

25 unit 105 of the network management equipment when the 

Get -response command is not received by the Get -response 
command processing unit 105 of the network management 
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equipment within a time predetermined by the timer. When 
the notification is transmitted to the Get-response command 
reception management unit 106, the Get-response command 
reception management unit 106 requests the Get command issue 
5 unit 104 to issue the Get command again. 
[0021] 

Next, the operation of the embodiment configured as 
described above is explained below . The MIB indicating that 
a status change has occurred between the managed network 

10 apparatus 200 and the network management equipment 100 is 
defined. The equipment status monitor unit 201 monitors 
the equipment status of the managed network apparatus 200, 
and when the managed network apparatus 200 generates a 
equipment status change, the equipment status monitor unit 

15 201 detects the equipment status change, and the change in 
the equipment status determined with the network management 
equipment 100 is announced to the Trap command issue unit 
202. 
[0022] 

20 The Trap command issue unit 202 receives the 

notification, and issues the MIB information briefly 
described without the equipment status detailed information 
as a Trap command to the communications protocol processing 
unit 205. By brief ly describing the Trap command, the amount 

25 of data can be reduced. Simultaneously, the equipment 

status monitor unit 201 allows the equipment status storage 
memory 203 to store the equipment status detailed information 
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obtained when the managed network apparatus 200 generates 

a equipment status change. 

[0023] 

The communications protocol processing unit 205 
5 transmits the Trap command input from the Trap command issue 
unit 202 to the communications protocol processing unit 101 
of the network management equipment 100 through the 
information line A, the communications protocol processing 
unit 101 transmits the received Trap command to the Trap 

10 command reception unit 102, and the Trap command reception 
unit 102 transmits the Trap command to the Trap command 
analysis unit 103 . The Trap command analysis unit 103 inputs 
the Trap command and analyzes the MIB information of the 
Trap command. As a result of the analysis, it determines 

15 that it is a Trap command about a status change from an SNMP 
agent, that is, from the managed network apparatus 200, and 
determines whether or not it is necessary to get detailed 
information . 
[0024] 

20 As a result of the determination, when the Trap command 

analysis unit 103 determines that it is not necessary to 
get detailed information, the Trap command analysis unit 
103 notifies the management application processing unit 107 
of the Trap command to perform the conventional process, 

25 that is, the normal process on a Trap command. Thus, the 
management application processing unit 107 performs a 
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predetermined process according to the Trap command, and 

manages the managed network apparatus 200. 

[0025] 

When the Trap command analysis unit 103 determines that 
5 it is necessary to get detailed information , the Trap command 
analysis unit 103 notifies the Get command issue unit 104 
of an issue request for the Get command as theMIB information . 
The Get command issue unit 104 performs a process to get 
a command on a corresponding managed network apparatus ( in 

10 the present embodiment, the managed network apparatus 200) 
according to the MIB information received from the Trap 
command analysis unit 103 , issues and transmits a Get command 
to the communications protocol processing unit 101. The 
Get command is transmitted to the Get-response command 

15 processing unit 204 of the managed network apparatus from 
the communications protocol processing unit 101 through the 
information line A and the communications protocol 
processing unit 205 of the managed network apparatus 200. 
[0026] 

20 Upon receipt of the Get command, the Get -response 

command processing unit 204 of the managed network apparatus 
accesses the equipment status storage memory 203 and 
determines whether or not the equipment status detailed 
information about the managed network apparatus 200 is stored 

25 in the equipment status storage memory 203 according to the 
MIB information of the Get command. As a result of the 
determination , if the equipment status detailed information 
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is stored in the equipment status storage memory 203, the 
Get -response command processing unit 204 of the managed 
network apparatus reads the equipment status detailed 
information from the equipment status storage memory 203, 
5 issues it as a Get-response command, transmits it to the 
communications protocol processing unit 205. 
[0027] 

The communications protocol processing unit 205 
transmits the Get -response command to the communications 

10 protocol processing unit 101 of the network management 
equipment 100 through the information line A. The 
communications protocol processing unit 101 receives the 
Get -response command, and transmits it to the Get -response 
command processing unit 105 of the network management 

15 equipment. Upon receipt of the Get-response command as the 
equipment status detailed information, the Get -response 
command processing unit 105 of the network management 
equipment notifies the management application processing 
unit 107 of the detailed information about the equipment 

20 status change of the corresponding managed network apparatus 
200. Thus, the management application processing unit 107 
performs a predetermined process according to the detailed 
information about the equipment status change. 
[0028] 

25 The above-mentioned explanation of the operation is 

the description of the case when the communications between 
the managed network apparatus 200 and the network management 
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equipment 100 are normally performed. In this normal status, 
when a Get command is issued from the Get command issue unit 
104 of the network management equipment 100 , the Get command 
issue unit 104 simultaneously transmits a Get request 
5 notification to the Get -response command reception 

management unit 106. Upon receipt of the Get request 
notification, the Get-response command reception 
management unit 106 activates the timer, and the Get -response 
command reception management unit 106 monitors whether or 

10 not the Get-response command processing unit 105 of the 
network management equipment has received the Get -response 
command from the Get -response command processing unit 204 
of the managed network apparatus of the managed network 
apparatus 200 within a time predetermined by the timer, 

15 [0029] 

During the monitoring process (that is, in the setting 
period of the timer) , due to the failure of communications 
between the network management equipment 100 and the managed 
network apparatus 200, when the Get-response command 

20 reception management unit 106 does not receive the 
Get-response command from the Get-response command 
processing unit 204 of the managed network apparatus, the 
Get -response command reception management unit 106 notifies 
the Get command issue unit 104 of the re-request of the issue 

25 of the Get command. Upon receipt of the re-request, the 
Get command issue unit 104 issues the Get command and 
transmits it to the Get-response command processing unit 
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204 of the managed network apparatus through the 
communications protocol processing unit 101 and the 
information line A to obtain again the equipment status 
detailed information about the corresponding managed 
network apparatus 2 00. 
[0030] 

Thus, as in the case in the normal status, the 
Get -response command processing unit 105 of the network 
management equipment receives a Get -response command from 
the Get-response command processing unit 204 of the managed 
network apparatus through the communications protocol 
processing unit 205, the information line A, and the 
communications protocol processing unit 101, thereby 
allowing the acquisition of equipment status detailed 
information about the corresponding network managed network 
apparatus 200. Therefore, the equipment status detailed 
information about the managed network apparatus 200 can be 
more reliably managed although there is communications 
trouble between the managed network apparatus 200 and the 
network management equipment 100. 
[0031] 

In the above-mentioned embodiment , the managed network 
apparatus 200 as an SNMP agent is explained by referring 
to the SNMP agent without a managed apparatus other than 
itself, but the present invention is not limited to this 
application, but can be applied to the managed subnetwork 
apparatus for managing itself and a lower managed apparatus . 
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[0032] 

[Advantages of the Invention] 

As described above , according to the network management 
apparatus of the present invention, when a status change 
5 occurs in a managed network apparatus, the MIB information 
briefly describing a Trap command is transmitted as a Trap 
command from the managed network apparatus to the network 
management equipment , and when the network management 
equipment determines that it is necessary to have detailed 

10 information about the equipment status change of the managed 
network apparatus , the network management equipment 
transmits a Get command to a corresponding managed network 
apparatus . If no Get -response command is received from the 
managed network apparatus, a re-get command is transmitted 

15 from the network management equipment to the managed network 
apparatus. Therefore, the equipment status detailed 
information about the managed network apparatus can be 
reliably managed between the network management equipment 
and the managed network apparatus . 

20 

[Brief Description of the Drawings] 
[Figure 1] 

Figure 1 is a block diagram showing the configuration 
of an embodiment of the network management apparatus 
25 according to the present invention. 

[Description of the Reference Numbers] 
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A ... information line, 100 ... network management equipment, 
101, 205 ... communications protocol processing unit, 102 ... 
Trap command reception unit, 103 ... Trap command analysis 
unit, 104 ...Get command issue unit , 105 ... Get-response command 
5 processing unit of the network management equipment, 106 
... Get-response command reception management unit, 200 .„ 
managed network apparatus, 201 ... equipment status monitor 
unit, 202 ... Trap command issue unit, 203 equipment status 
storage memory, 204 ... Get-response command processing unit 
10 of the managed network apparatus 
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[Figure 1] 

100 NETWORK MANAGEMENT EQUIPMENT 

101 COMMUNICATIONS PROTOCOL PROCESSING UNIT 

102 TRAP COMMAND RECEPTION UNIT 
5 103 TRAP COMMAND ANALYSIS UNIT 

104 GET COMMAND ISSUE UNIT 

105 GET-RESPONSE COMMAND PROCESSING UNIT 

106 GET-RESPONSE COMMAND RECEPTION MANAGEMENT UNIT 

107 MANAGEMENT APPLICATION 

10 200 MANAGED NETWORK APPARATUS 

201 EQUIPMENT STATUS MONITOR UNIT 

202 TRAP COMMAND ISSUE UNIT 

203 EQUIPMENT STATUS STORAGE MEMORY 

204 GET-RESPONSE COMMAND PROCESSING UNIT 

15 205 COMMUNICATIONS PROTOCOL PROCESSING UNIT 
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